
 

 

Challenge 

Name: 

Create an endpoint cyber security solution to be offered as 

a service or consultancy 

 Service 

Unit: 
CyberSecurity 

 

Key Challenge statement: 
 

The rapid changes in ways of doing business are bringing multiple challenges to Enterprise IT especially in 

the area of Cyber Security especially in the area of End point security, Threat Intelligence and Cloud 

Security. Few important challenges are listed under: 

� Consumerization and BYOD has increased proliferation of end points, in addition to traditional 

desktops and laptops now it has to cover tablets, smartphones, RFID card readers, POS terminals and 

range of other IOT devices  

� Increase in sophisticated attacks targeting end user like spear fishing, ransomware, etc. 

� Prevalence of sheer quantity of disparate point solution in the area Cyber Security.  

� Integration of critical business processes and applications with business partners. 

� Quick and fast response to critical incidents 

 

Background of the challenge: 
 

We believe that most of the organization today already have basic security components in place like 

traditional AV, e-mail security solutions etc. and typically organizations fall into trap of further adding 

multiple point solution in end point security just to address immediate need or a particular use case, often 

ignoring creation of Enterprise end point security strategy. This ad hoc approach creates multiple issues 

like increase of compatibility and complexity, increased expenses and lack of confidence on enterprise 

security posture. 

 

In term of Cloud security, we believe that in today’s scenario data, assets, information & identities are not 

just restricted to on premises environment. Cloudification continues to increase as application, 

infrastructure and services are getting migrated to Cloud.  Cloud adoption will continue to increase so will 

be associated risks. Some common pitfalls in this areas are  

 

� Insufficient due diligence 

� Compliance and legal risks 

� Isolation failure 

� Shared vulnerabilities 

� Advanced persistent threat 

 

Scalability of the challenge 
 

As newer attack motives like nation state actors, Ransomware, etc. 

 

Which major business vertical does this challenge impact/pertain to? 
 

Primary target would be highly regulated sector like Finance, Retail and Pharma but it will be applicable 

to all Organization that are embracing newer methods of doing business including Digital, IoT, Cloud, etc. 

 

Potential business which could be opened if the challenge is solved: 
 

Analyst Predict that adoption of niche Cybersecurity technology is going to increase rapidly from about 

$6 Billion in 2017 to more than $25 Billion by 2020. 



 

 

Nearest solution or player with development in this space? 
 

N/A 

 

Why this challenge is critical for HCL:  
 

All CISO conversations are pointing towards these and any credible solution in this area will get us both 

consulting as well as downstream implementation and operations revenue. With increased focus on 

Cybersecurity organizations are very much interested to go with partner who does not sell only products 

but is also able to showcase business benefits. 

 

Expected solution’s guidelines 
 

The solution would cover following areas: 

� Threat intelligence 

� EDR - end point detection and response 

� UEBA - user event and behaviour analytics 

� Cloud Security 

� MDR - Managed detection and responses 

� Phishing and malware 

 

We are not looking for point solution description we are looking for solutions that can be offered as a 

service or consultancy to the customer. 


